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Kak 3awuTnTbCA oT...

1. NpoBepbTe «4epHble CNNCKN» HeJOOPOCOBECTHDbIX
MarasuHoB.
Takue CnucKm nerko OOCTYMHbI B MHTepHETe N CywecTByOT AnA T0ro, 4to-
6bl npepocrepeyb opyrmx nonb3oBaTenen. nOCMOTpVITe HeCKOJ1IbKO Ccnunc-
KOB — Belb OANH aBTOP MOXeT 6bITb Cy6'beKTI/IBeH.

2. O3HaKoMbTeCb € OT3blBaMu n0KynaTene|7|.
CrouT nomnckatb B VIHTepHeTe OT3biBbl O MarasmHe, B KOTOPOM cobupae-
Tecb cenatb NokynkKy. Ecnu caint obmaHyn Koro-1o, 06 3Tom 0653aTeNibHO
HanMLWyT Ha KaKoM-H1OYab popyme unm brore.

3. N36erante npegonnatbl.
Ecnn 3T0 BO3MOXHO, 3aKaxmTe TOBap C oryiator no GpakTy nonyyeHus.
Hanpmmep, AOCTaBKy KypbepOoM Mn onjaTy Ha noyte npu nojiyyeHumn
MOCbITKW.

4. MpoBepbTe PeKBU3UTbI U Ha3BaHWE PUANYECKOrOo LA —
BNagenbla marasuHa.
MarasvHbl-<OQHOAHEBKM», CKPbIBAsfCb OT KOHTPONUPYIOLWMX OPraHoB,
4acCToO He yKa3blBalOT CBOU PEKBU3UTDI NM6O BOBCE HEe NX NMEIOT.

5. YTouHUTE, KaK AONTO CyLecTByeT MarasuH.
[axke ecnin Ha caiiTe yTBEPXKAAETCA, YTO MarasunH paboTaeT HECKOMbKO f1eT,
3TO MOXET 6bITb 0OMaHOM. [TOCMOTPETb MOXXHO B MOVICKOBMKE U MO Aa-
Te pernctpaumm gomeHa (cepsuc Whols).

...aNnbLUNBDbIX
NHTepPHeT-MarasnHoB

6. MonHTepecynTecb Bbiaauen Yeka.
Ecnn marasuH He BblAA€T KaCCOBbIX NI TOBAPHbIX YEKOB, 3HAYUT, C HUM
yTO-TO He Tak. Ecnn xe npun oOCTaBKe TOBapa 06Hap)/)KI/ITe, YTO Ha 4yeKke
YKa3aHa gpyraa opraHnsauund, OT NOKYMNMKN HagexHee 6y,qu OTKa3aTbCA.

7. CpaBHI/ITe LeHbl B Pa3HbIX MHTEPHEeT-Mara3nHax.
Bac ponmKHO HaCTOPOXMTb, €C/IN MarasnH npegsaraet ToBap Mo CNLWKOM
HM3KMM LieHam, 0O bACHAA 3TO TeM, YTO NPOAaeT ToBap C ONTOBOro CKaja
NN KOHPUCKaAT.

8.lMo3BoHNTE B CnNpaBOYHYIKO MarasnHa.
Kaxkablln yBaxkalowmnin cebs UHTEpPHET-mMara3vH OTBEYaeT Ha BOMPOChHI
no TenedpoHy. No3BOHMB, Bbl CMOXKeTe COCTaBUTb MpefCcTaBfieHne O Ka-
yecTBe 06CNYXMBaHNA N YOeAUTLCA NULIHWIA Pa3 B NPaBUIbHOCTY CBOErO
BblOOpA.

9. 06paTv|Te BHMUMaHWNe Ha npaBuJia NHTePHEeT-Mara3snHa.
npaKTI/IquKI/I Ha BCex canTax NPUCYTCTBYET TEKCT CoMTalleHNA MeXxay Ma-
rasvHOM U1 3aKa34MKOM, C KOTOPbIM NOJIb30BaTe/Ib aBTOMAaTUYECKU COorrna-
LaeTcA, Od)OpMﬂﬂﬂ 3aKas. Kpa|7|He Ba*HO O3HAKOMUTbCA C 3TUM Cornatlle-
HVWEM 3apaHee, yToObI, Hanpumep, He y3HaTb B MOMEHT NOJSTy4YeHWA TOBapa,
yTo GecnnaTtHas AO0CTaBKa nonaraeTcAa TOJIbKO NOCTOAHHbIM KITMEeHTaM.

10. YTOYHNTE, CKOJSIbKO TOYHO BaM npunaeTcAa 3amnaTtuTb.
HenO6pOCOBECTHbIe MarasvHbl MOTYT yKa3biBaTb Ha canTe OnTOBYIO LiEHY
W CTOUMOCTb 6€e3 KOMMJIeKTauun, a B peasibHOCTA 3a [OCTaB/IEHHbIN TO-
Bap npunaeTca 3amniatutb HAaMHOIro 6onbLue.



Kak 3awuTnTbCA oT...

Poauntenu BnosHe B COCTOAHUM n36aBUTb CBOEro pe6eHKa OT BO3-
HUKHOBEHUNA MHTEPHET-3aBUCMOCTUN — Npn4yem 3a0JIro A0 TOro, Kak 3To
npunaeTca aenatb NCUXoJiIory nnm ncnuxmatpy. Cneuyunanuctamm [Pa3HbIX
CTPaH " pa3HOro I'IpO(I)VIJ'IFI YCTaHOBJIEHO, YTO AJ14 3TOro HEO6XO,U,VIMO.

1. Kak MOXHO 60nblue o6wwaTbca ¢ pe6beHKoM.
,D,ETI/I, He O6,£|,EJ'IEHHbIe pPoaAnTeNIbCKNM BHUMaHMEM, He CTaHYT NCKaTb yTe-
LWEHNA B YHNYTOXEHUN MOHCTPOB, MOCKOJIbKY HE 6yﬂ)/T 4YyBCTBOBaATb cebs
OAVNHOKNMW.

2. NprobwaTtb pebeHKa K KynbType 1 CnopTy, YTO6bI
OH He CTpeMWIICA 3anoJIHUTb cBo6oAHOe Bpems
KOMMbIOTEPHbIMU UTPamu.
Ecnny pebeHKa He OCTaHeTCA BPeMeHU Ha KOMMbIOTEPHbIE UFPbl, TO 1 3a-
BNCMMOCTU B3ATbCA 6yJJ,ET HeOoTKyZAa. K TOMY € 3aHMMaTbCA CMOPTOM
Kyda nonesHee, HeXenn FOp6l/ITbCF| nepen MOHUTOPOM. MHTGDECHO, yTo
90% ,que|7|, 3aHMaKLWKnXcAa CNOPTOM I UCKYCCTBOM, HE YBJIEKAIOTCA
KOMMbIOTEPHbIMU UTPaMn.

3. He cepauTbca Ha pebeHKa 3a yBneyeHue nrpamm
M HX B KOEM cilyyae He 3anpeLatb ux. UcknoueHve
COCTaBAAOT UTPbl C HACUTNEM U XKECTOKOCTbIO.
,D,ETCKaﬂ NCcUXosiorva Takosa — yem 6osblue Henb3A, TeM Oorblue Xxo4yeTcs.
Mo3ToMy 3a0CTPATb BHUMaHME Ha TOM, YTO KKOMMbIOTEPHbIE UTPbI — 3710,
M3nnuwHe, Bbl NWb cAejlaeTe mMablilla oAepPXUMbIM MbICITAMN O 3anpeT-
HOM nJjioge Cco BCeMun BbiTeKaloLWwmnmm nocsieacTBUAMN.

.o . MHTEPHET-3aBNCNMOCTU

(coBeTbl poguTenam)

4. O6bACHATb pe6eHKY pasHuLYy MeXAay Urpon
1N peasibHOCTbIO.
PeanuctnyHas komnbioTepHas rpadrka cTMpaet B Mo3ry pebeHKa pasHu-
Ly MeXay BMPTyasbHbIM U peasibHbiM MpamMu. BaxkHO faTb MOHATb, UTO
«B peane» rnbesnb — 3To HaBceraa.

5. He paBaTb pe6eHKy 3abbiTb, UTO CYLLECTBYIOT HacToALNE
ApPY3bA, poauTtenu u yueba.
Ecnn BEPUTb CTAaTUCTUKeE, 80% ,D,eTEIh HAYMHAalOT yBJIeKaTbCA KOMMbIOTEP-
HbIMW UTPaMN U3-3a HEAOCTaTKa O6LHEHMH B peaanon Kun3Hu. NMomorunte
CBOeMY pebEHKY HalTK OOLMIA A3bIK CO CBEPCTHUKAMM 1 OH NpegnoyTeTt
nourpaTtb BO ABOPE, HEXeNn nrpaTtb B oagnHo4vecTBe.

6. 3aHMMaTb ero 4Yem-To ele, Kpome KomMmnbroTepa.
HaiignTe cBoemy pebeHKy 3aMeHy KOMMbIOTEPHOW Urpe UCXohsa U3 ero
NINYHBIX TaJlAaHTOB 1 MPeAnoYTeHW. He cywlecTByeT feTei, KOTopbIX Obl
He MHTepPeCcoBaso HNYEro, KPOME KOMIbioTepa.

7. PebeHKy 06:A3aTeNbHO HY>KHO YyBCTBOBaTb Bally /1t060Bb
1 3a60TYy, 6bITb yBEPEHHbIM, YTO €ro 06Aa3aTeNIbHO NONMYT
1 noapaepar.
Torp.a Y Hero 6y,D,ET MeHbLUe NoBOAOB OTAANINTbCA OT Bac, «3aBUCHYB»
BBVIpTyaJ'IbHOIZ pPeanbHOCTN. bonblie NonoBuMHbLI OHbBIX NMONb30BaTeNeNn
MHTepHeTa NWYT B HEM UTPbl N pa3BneyvYeHnA, KOTOPbIX MM HE XBaTaeT
B peaan0|7| Kn3HW. OHN CTPEMATCA 3aNONIHUTb 3TOT npo6en BUPTYanbHbI-
MU pagocTamu. Ecnm xe y pebeHka byaeT 4OCTaTOUHO yBReUeHWi 1 apy-
3eil B peanbHOM >KN3HWU, eMy MPOCTO He 3aXO4eTcs NMPOBOAWUTL Jonrve
YacCbl 3@ KOMMNbIOTEPOM.



Kak 3awuTnTbCA oT...

CTOI'IpOLl,eHTHO 3alUTUTLCA OT CrMamMa HEBO3MOXHO. HO MOXKHO
CBeCT K MUHMYMY BEPOATHOCTb €ro nonagaHra B Bally AeNOBYHO 1K
JINYHYIO NOYTY cneayrowmnmm npocTbiMn MepamMi.

1. He coobwiainTe cBO SNEKTPOHHbDIN afpec HUKOMY, KpoMe
nioaen, KoTopbiMm goBepsere.

2. He ykasbiBaiiTe Baw e-mail B popmax onpocoB 1 rocteBbix
KHUrax.

3. Mpn paboTte c NHTepHeT-MarasuHamm 1 NPoOYNMHU
cepBMCcaMu NCNONb3YyNTe OTAENbHbIN e-mail, KoTopbii Bbl
He ncnonb3yeTe ANA BaXKHbIX Aen.

4. Hun B Koem cnyyae He Ny6NNKynTe CBOW /IEKTPOHHbDIN agpec
B OTKPbITOM fiOCTYTneE.
B icq, Ha dopymax, cariTax 3HAKOMCTB 11 BOOOLLe Be3fie, rae ero MoryT yBu-
AeTb NOCTOPOHHME.

5. Mpwu BbiIGOpe Ha3BaHMA MOUYTOBOTO ALMKA HE UCNONb3YiiTe
NpocTblie Ha3BaHUA, KOTOpbie cnamepbl MOryT NoaoopaTb
«B yMme».

6. Mpn paborte B icq ckpbiBanTe NHGopMauuio o cebe.
3ar|peT|/|Te NMncaTb HeEaBTOPU30BaHHbIM MOJIb30BaTeENAM U I'IOJ'Ib3yVITer
adHTU-CNaM 3aLLI,I/ITOIZ.

7. B coumanbHbIX CETAX YCTAHOBUTE HACTPONKN NPUBATHOCTU
Ha MaKCUManbHbI YPOBEHb.

...CMaMa

Ecnn 310 BO3MOXHO, 3anpeTnte BCEM, KPOME [py3eil, MMcaTb Ha Ballei
«CTeHe» (ecnn OHa ecTb B coLceTn). To Ke camoe KacaeTcs NINYHbIX CO06-
LLEHUN.

8. Ll,ep)KvlTe BKNMIHOYE€HHbIMN BCe€ BO3MOKHbl€ aHTU-CNMNaM
cncTtembl.
TakoBble MMeTCA B MOYTOBbIX KNMEHTaX, Cy»0ax MrHOBEHHOW [OCTaB-
K1 coobuieHunn, aHTnBmpycax (Hanpumep, Kaspersky Anti-Spam) n ¢aep-
BOJNax.

9. 3anpeTv|Te BCrjibiBaloLwine OKHa B CBOeM 6pay3epe, 3TO
cnaceT BacC OT nepexonoB Ha HEHY>KHble CTpaHNLUbl.

B MHTepHeTe cywecTByeT MHOXECTBO CalNTOB, GOPHOLNXCA CO CMa-
MoM. Hanpumep, npoekT «AHTUcNam.PY» (antispam.ru).

Takxe B CeT MOXHO HaWTW Hemano GUNLTPOB ANA KOHTPONA
OEeNCTBUIN CnamMepoB, Kak MAaTHbIX, Tak WU 6GecnnaTHbIX (Hanpumep,
spamfighter.com). HacTpoiika ¢unbTpa npriema nouTbl MO3BONSET pac-
NO3HaTb HeXenaTeslbHble NMCbMa 1 3apaHee MOMECTUTb B KOP3UHY UK
cneumanbHO OTBEAEHHYIO MarkKy.

becnnatHbIM GUIBTPOM SBNAETCA «UYEPHbIA CMMCOK» Ha 60Jib-
LUMHCTBE MOYTOBbIX CEPBEPOB, KOTOPbLIV 3aMOMUHAET afpeca, C KOTOo-
pbiX NPUXOAUT Cnam 1 6IoKMpyeT rx. MrHycom cepBurca ABRSETCS TO,
YTO B «YEPHbIV CMMCOK» MOMAZAOT MOUTOBbIE ALMKN OObIYHbBIX MOSIb30-
BaTesIeN, UTo NPMBOANT K NoTepe nucem. OunbTp No Teme Nrucbma pabo-
TaeT 3pPEeKTUBHEE, HO 1 €r0 MHOTME CMAaMepbl HAYYMINCb O6XOAUTD.



Kak 3awuTnTbCA oT...

1. Mo BO3MOXXHOCTUN UCNONb3yiTe NCEBAOHNMDI.
2. YKasbliBaliTe NuLLb 3/1eKTPOHHbIe CNocobbl CBA3U, MpUyYem

CO3aHHble cneynanbHO ANA TAaKNX KOHTAaKTOB.
Hanpumep, cneuvanbHO BblAesneHHbI Ans nogobHoro obueHnsa e-mail
nnn Homep icg. Ecnn cobecegHnK oKaxxeTcs MHTePEeCHbIM 1 6e30MacHbIM,
HNYTO HEe MELLAET NOAENUTLCA C HAM NOTOM «bosiee peanbHbIMU» SMeKT-
POHHbIMV KOOPAUHATaMW, a TO 1 TenepoHOM W afpeCcoM.

3. TwarenbHo 06ayMaiTe, Kakyto MH$opMaLmio o cebe

3arpy»artb B /IHTepHerT.

B VHTepHeTe AeNCTBYET NPUHLNM «BCE, YTO Bbl BbITOXKWUIIM, MOXET ObITb
MCMOoJIb30BaHO NPOTKB Bac». [laxke ecnv Bbl yaanute GpoTo, €ro yxe Mornm
CKOMMPOBATb — a 3HAYMT, OHO MO-NpPEXHeMy XoauT no MHTepHeTy. Hanpu-
mep, $OTO pa3rynbHOM BeUYEePUHKM MOXKET Bbl3BaTb Pa3pbiB C GM3KUM
YyesnloBeKOM, BUAEOPONUK ApaKkn — CTaTb AOKa3aTeNIbCTBOM ANA CyAa, Ae-
MOHCTpauus 6oraTcTBa HaBefeT Ha Bac rpabuTenein, a nogpobHble AaH-
Hble 0 cebe MOACKaXKYT UM, Fe U KaK Bac Jiyylle orpabuTb.

...HeraTuBHOro
NCNOJNIb30BaHUA
nepcoHanbHoON
nHopmMaunn B coumnasnbHbIX
ceTax

4. OcTOpOXXHO NnoaxoauTe K Bbi6opy Apy3el, He NpUHUMaiTe
BCe 3aABKU nogpAan ona Konnyecrtea.
PagocTb oT 6051bLIOro uncna «apy3ein» 6bICTPO OMPAUNTCA HEMPUATHOC-
TAMU. [Jpyrom B COLICETU MOXKET ObITb TOSIbKO TOT, KTO XOPOLLIO U3BECTEH —
XKENATeNIbHO B PEANbHOM XKU3HW.

5.He OTKprBaIﬁTe AOCTYN K CBOVM JINYHbIM CTPaHNYKaM
He3HaKOMbIM noaam.
EcTb Te, KTO cneumanbHO XOAUT MO COLManbHbIM CETAM C Lenblo cbopa
nHbopmaLmn. 3aTeM ee NCMONb3YIOT AJS1A KnbepnpecnefoBaHns UK Nog-
FOTOBKM CepPbe3HbIX NMPecTynneHunii. Yem meHblue Bbl UM JaauTe nHbop-
MaLumu o cebe — Tem Ge3onacHee.

°



Kak 3awuTnTbCA oT...

1. UIrHopupyiiTe ockopbuTtens

Camblin NPOCTON U AeNCTBEHHbIN cnocob. MpocTo NpeacTaBUTb, YTO AaH-
HOro nonb3oBaTens He cylwecTByeT. [[06aBUTb ero B UFHOP-NUCT («yep-
HbI CMNCOK») U MbICIIEHHO YAanuTb ero n3 MiHtepHeta. He otBeyatb emy
M He NOoAAaBaTbCA Ha nNpoBokauuu. Mpogomkate O6LWAaTbCA HA TOM e
pecypce C nioabMu, MPUATHLIMU 1 OAIN3KMMKW BaM MO JyXy.

2. CoobwuTe moaepaTopy

JTO MOXHO CAienatb C MOMOLLbIO crneunanbHon Gpopmbl Ha dopyme (OHa
OObIYHO BBIMMAANT KaK KHOMOYKa «MOXanoBaTbCA Ha COOOLIEHMEY)
VAN INYHBIM NUCbMOM. ECnm 3TO nmonynApHbIA 1 yBaxaembll pecypc
UK ecnnu MofepaTopcKan Cyxba Ha Hem NocTaBieHa Ha BbICOKOM YPOB-
He, ero xo3seBa 06A3aTeNbHO MPUMYT MePbl 1 BO3AENCTBYIOT Ha CETEBOTO
arpeccopa (npeaynpenAt unu BoobLue 3a6nokMpyoT emy Aoctyn). B cny-
yae, ec/iv arpeccopom ABAAETCA CaM MOAEePaTop — BOCMONb3yNTeCh Tpe-
Tb/M COBETOM.

3. Hanpaute gpyromn pecypc
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Huuero He meLaeT Bam MOKMHYTb CaiiT, HA KOTOPOM NPOLIBETAOT XaMCTBO
N 0CKopONeHVA, N HAWTN aHANTOTUYHBIN, FAe MOXHO CMOKONHO 06LWaThCA.
CpenaTtb 3TO 0COOEHHO NPOCTO, eC/IN Bbl HE YCMeNn OCBOUTLCA HA caliTe
N NPUBbIKHYTb K HeMy. OIHaKO HUKTO He rapaHTMpyeT, YTO Ha HOBOM MecC-
Te He HaJIeTCA CBOUX MECTHbIX XaMOB.

...XaMCTBa N OCKopbOneHun

4. «<3afaBUTe NHTENNIEKTOM»

MoXHO nmonbiTaTbCA 3aaBUTb CETEBOrO XaMa WHTENNEKTOM, Mokas3aTb,
YTO C BaMU WWYTKU NNOXU U, AeCKaTb, Wen 6bl OH OTTauMBaTb CBOW CNOCO6-
HOCTWN Ha KOM-HM6y,qb apyrom. [enaeTtcAa 3TO NAaKOHUYHbIMUA Herpy6b|M|/|
OTBEeTaMu, BbiICMenBaloLWMn pr6VIF|Ha M ero 4eNCTBuA.

Ymo HE HyxxHo Oenlame:

1. Tpy6buTb B OTBET.

Ecnn Bbl onyctuteCb A0 ypOBHA HE OYE€Hb YMHOro 4yenoBeKa, TO 6y,que
BbIrMAAETb HNYYTb He nyJlle ero.

2. prO)KaTb XaMy NpoTuBO3aKOHHbIMU NocneaCcTBUAMN

B peanbl-|0|7| KNU3HN.

|-|OJJ,O6HbIe BelWW YypeBaTbl HakKa3aHMEM COrmacHoO erJ’IOBHOMy KOAeKcy.
Xambl 06bIYHO NII0An BeCbMa noasnble N MOTYT TakKylo yrpo3y noBepHyTb
npoTMB Bac. A noJlyunTb CyanMoCTb N3-3a CETEBOIo XaMa — AeNno COBCEM
He nepcnekTnBHoOe.

3. Co3pgaBaTb Tembl Ha popyMme C Kanobamu.

Ecnn Bac obupaenu — cBaXnTeCh C agMMHUCTpaLmelt canta. Hu K yemy 3a-
COPSATb Pecypc NycTbiMy TeMamu. He TepsiiTe yBaxkeHUs K cebe 1 OKpya-
oM Bac nmogam. Beante ce6s B IHTepHeTe Tak, Kak XoTuTe, UToObI BENU
ceba ¢ Bamu. Torga Bbl 065A3aTeIbHO HaEeTe UHTEPECHbIX CO6eCceIHNKOB
N CyLeCcTBOBaHWE Pa3fIMYHbIX arpecCcuMBHbBIX IMYHOCTEN MepecTaHeT Bac
6ecnoKkounTb.
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Kak 3awuTnTbCA oT...

B 3asucumocmu om muna pecypca, Ha KOMmopPOM 8bl CMOJIKHY/TUCh
€ Kubepxamom, NoOXo0AWUMU Mo2ym 6bimb pasiuyHble 0eticmaus.

1. Yar.
Ecnv npu o6LweHnn B TeMaTUYECKOM YaTe K BaM NpUCTaeT NoJib30BaTeslb
C OCKOpPONeHUAMU, 3MbIMU LWYTKAMX UK M3LeBaTeNnbCTBaMU, OTMNPaBb-
Te ero B UrHOP-NCT (NepPCOHAsbHBIN «YePHbIV CMNCOK») UK coobwute
aAMMHKCTPATOPY YaTa O ero Henpuemnemom nosegeHun. Ckopee Bcero,
rpybusaH 6ynet 3abaHeH, TO eCTb UCKIOYEH U3 Yncna Nonb3osaTenei. [py-
6V Tb XaMy B OTBET UpPEBATO MOJTyYeHMEM TaKoro xe baHa.

2. lcq n npoyne oHNanH-meccemxepbl.

OTBA3aTbCA OT HeXenaTenbHOro cobecefHrKa B acbKe npotie Bcero. [o-
6aBuB pa3byLLeBaBLIEroca rpyounsaHa B «4epHbI CMMCOK», Bbl 6OSbLIE HU-
Korfaa He yBUAUTE 1 He yChblwwnTe ero. YTobbl NpeaoTBpaTuTh AaNibHeENLLINe
6ecefibl C <KNOHAMM» XaMa (TO eCTb ero «perHKapHaLnAMM» Nog APYrMm
HoMepamu icq), HeO6XOAMMO MOCTaBUTb B HACTPOMKaX KIUeHTa 3anpeT
Ha nonyyeHve CoobLEeHN OT HEaBTOPU3OBAHHbIX Mosb3oBaTenei. Tor-
[a Bbl byfeTe nonyuyaTb COOOLEHNA TONBKO OT TEX KOHTAKTOB, KOTOpbIE
opobpuTte camu.

3. CoumanbHble ceTu.

Pewntb npo6nemy XaMCTBa B COLUMaNbHbIX CeTAX O6bILIHO noOMorarT mo-
[lepaTopbl pecypca, KoTopble 06s3aHbl BHUMATENIbHO CliefuTb 3a ny6-
JINYHbIMW COO6IJJ,€HI/IFIMI/I nonb3oBaTenen. B cny4ae ,EI,O6pOCOBECTHOI7I
pa60TbI MOAEPATOPOB Bbl flaXKe He ycneeTe npoynTaTb OCKOp6VITeJ'IbHoe
nocnaHue. Ecnm xe ceteson pr6I/IﬂH AOHMMaeT BacC No NINYHOM nouyTe, Bbl
BCErga MoXKeTe NMoKaJioBaTbCA TOMY XKe MoAepaTopy B MHANBUAYAJTbHOM
nopsagke.

4. CanTbl 3HAKOMCTB.

K coxaneHuio, 3ameTHaA YaCTb NoceTUTeNen CanToB 3HAKOMCTB NPpUXoaAT
Tyia BOBCE He [Nsl TOro, Utobbl HanTu cebe apysei u nobumbix. CanTbl
3HAKOMCTB SIBMISIIOTCA M3M06/IEHHBIM MECTOM OOUTaHNA CETEBbIX XaMOB,
nobuTenell OHNANHOBBIX N34EBATENbCTB U PO3bIrpbillelt. [To3Tomy, Nonb-
3ysAACb NOAOOHBIMU pecypcamu, Hy»KHO ObITb NpefenbHO BHUMATENbHbIM
1 ObITb MOPaNbHO rOTOBbLIM K HeafleKBaTHbIM coobLeHnAM. OTBeuyaTb Ha
npoBoKaLuun 1 rpybocTy BoBce He 0653aTenbHO, a KHOMKa AJ/1A OTMNpaBKu
»Kanobbl agMMHUCTPALMY BCErfa Nog PyKoil.
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...XaMCTBa 1 OCKOpO6neHnn

5. ®opymbil.
MblTaTbCcA AoOKas3aTb YTO-TO TakMM JIOAAM COBEpLUEHHO 6GecnonesHo,
Tak Kak OHW npecnefyloT eVHCTBEHHYIO Lenb — no3nuTb Bac. Jlyuwe
npeacTaBbTe, YTO STOrO NOJSIb30BaTeNA BOBCE HE CyLlecTByeT Ha dopyme
n ero coobuleHnii Toxe. MpopomkanTe 6ecefly B MPUBbIYHOW MaHepe,
He pearunpys Ha NOMbITKY «TPOJI/A» BbIBECTU Bac 13 ceba. BeposaTHO, BCKo-
pe eMy HaloecT TPaTUTb BpeMs 3pA 1 OH OCTaBUT Bac B MOKOe.

Ecnu e Bbl camy He NPoYb COPBaTb 3M10CTb W MIOXOE HACTPOEHNE
B VIHTEepHeTe, MOXeTe PUCKHYTb NOOOLWATHCA C CETEBBIM XaMOM Ha €ro
A3blKe. B KOHLie KOHLIOB, OH NEPBbIV Hauan v Bbl He 065A3aHbl ObITb BEX-
nunebiM. OfHAKO ONyCKaHWe [0 YPOBHSA 6aHanbHOro rpybusHa — 3aHsaTre
He AenatoLyee YecTy HUKOMY, MO3TOMY KyZaa Jydile 6yaeT He obpalathb
Ha HEero BHUMaHMs.

Ecnu Bbl OCTaBancb B TaKOM OOLIEHMN OTHOCUTENBHO KOPPEKT-
Hbl, Balla MOpasibHasA NpaBoTa MO3BOJIAET BaM MPUOErHyTb K MeTogam
«CETEBOr0 CaMOPEryNMPOBaHNsA» — HanucaTb Mogepatopam ¢dopyma.
«CTyKkauecTBOM» NoAo6Hble AeliCTBMA HA3bIBalOT TeMNepb TONbKO CaMu
«Tponn», 60 Ha NpakTUKe Gonblwasa YacTb GOPYMUCTOB 3aUHTEpe-
COBaHa B HOPMaJibHOW 1 CMOKONHON aTMocdepe ana 06LLeHNs 1 MOJT-
yanvBo NoAAepPXKUT 3abaHuBaHve Tponna. Ecnn xe Ha aTom popyme
«TPONINHI» BO3BEAEH B KyJIbT, TO JyyLle OTTyAa YUTW — HEMHOTO NoTe-
pseTe.




Kak 3awuTnTbCA oT...

[!

1. KoHTponupyiite Bpemsi, KOTopoe pe6eHOK NpoBoauT

B IHTepHeTe.

JnutenbHoe BpemanpoBoxaeHue B CeTn MOXeT ObITb CBA3aHO C «3aur-
PbIBaHUSAMIM» CO CTOPOHbI NeaoduIoB, 0COGEHHO B 6J10rax U CoLManbHbIX
ceTax.

2. MepuoanYeCcKN YNTaNTe 31eKTPOHHYIO NOYTYy pebeHKa.

HecmoTpsi Ha MopanbHbIi acnekT, 3To BriosiHe 3GGeKTVBHbIN Cnocob
y3HaTb, C KeM Ball pebeHK KOHTAaKTaKTUpyeT B MIHTepHEeTe 1 UTo 3a 3TUM
MOXET MocsiefoBath. [lpyroe Aeno, UTo 3T0 MOXHO AenaTb, TONbKO ecsn
Y BacC eCTb [JOCTAaTOUHbIE OCHOBAHUA NOJIaraTb, YTo PeBEHKY KTO-TO HaHO-
CUT Bpe[ Yepes dMIEKTPOHHYIO Nepenncky — pebeHoK nocie npoyTeHus
SMIEKTPOHHOW MOYTbI PErynspHO pacTepsH, NCMyraH, PacCTPOEH.

3. byabTe B Kypce, ¢ Kem KOHTaKTupyeT B IHTepHeTe Ball

pebeHok.
MNMomoraiiTe emy yBuzeTb TeX, KTO AIBHO BblgaeT ceba B CeTn He 3a TOro,
KTO OH eCTb.

4.Ecnn peﬁeHOK NMHTEepecyeTCA KOHTaKTaMi C 1loAbMA

14

HAaMHOrO CTaplue ero, aiegyet npoBectu MArKnn
ob6yuatowwuin pasrosop.

B xope Hero crefyeT pa3bACHUTb pebeHKY BO3MOXKHbIE OMAaCHOCTY Takoro
KOHTaKTa, ero nocneAcTBusA B AanbHelLWel X1U3Hu, NoTeHLMaNbHbIe Lienn
negodunos.

...OHNTanH-NnegodnNoB

(coBeTbl poauTenam)

5. UHTepecyiTech Tem, Kyfa U C KEM XOAUT Balll pe6eHOoK.

Ecnu oH Xenaet no3HaKoMUTbCA CO B3POC/IbIM MHTEPHET-APYrom, cnepyet
HACTOATb Ha CONPOBOXAEHUN pe6eHKa Ha 3Ty BCTpeYy.

6. Mpu o6HapyXeHnn NPN3HAKOB COBpPALLEHNs crepyeT

HemefeNieHHO coooWnTb 06 3TOM B MPaBOOXPaHUTENIbHbIE
opraHbl.

Munuuuys B nio6om criydae 06s3aHa NPUHATL 3asBNIEHKE O NPECTYNeHNN
1 NPU HEOOXOAMMOCTU NepeHanpaBnTb ero B NPoduibHoe BeJOMCTBO
(Hanpumep, CneAcTBEHHbI KOMUTET NPV NPOKYpPaType).

7. Ecnn Bbl yBugenu B Cetn feTcKyto nopHorpaduio -

coobwuTe 06 3TOM Ha «lfopsAUYI0 NMHKIO» MO 6opbbe

C NPOTMBONPABHbIM KOHTEHTOM B VIHTepHeTe.

B otnnume ot munuummn (BKntouvas Be6-popmbl NPaBoOOXpPaHUTESIbHbIX Cali-
TOB), 3€Cb 3TO MOXKHO CAEeNaTb MNOMHOCTbIO aHOHMMHO. «[opAYaa NMHUA»
NPUIOKNT BCE yCUnunA OnAa T1oro, yTOObI ﬂpOTVIBOI'IpaBHbIIZ KOHTEHT Obin
yAaneH uam 3akpbiT.
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Cobntogas 3T NpocTble NpaBua 6e3onacHomn paboTbl B MIHTEpHe-

Te, Bbl n36aBUTe cebA OT MHOXeCTBa Cepbe3HbIX Npobnem 1 onacHoc-
Ten, cywecTsytowmx B CeTn.

1. Moctynante n nuwmnte B CeTn TakK, KakK NoCTynunm

6bl B peasibHOW XNU3HN 1 KaK XxoTenu 6bl, 4ToObl NoCcTyNnanu
C BaMu.

MNMomHuTe — BCe, UTO Bbl CAenaeTe B VIHTepHeTe, OyaeT MMeTb NOCNeACcTBYA
B peasnbHOW XM3HU. AHOHUMHOCTb B VIHTepHeTe He rapaHTUpYeT, YTo fto-
6ble MOCTYMKM conpayT C pyK. CTOUT BCMOMHUTb XOTA Obl TO, CKOJbKO XaKe-
POB 1 MHTEPHET-MOLLEHHWKOB y»Ke OKa3anucb 3a peLlueTkon. Beluncnutb
yenioBeKa no ero BMpTyanbHbIM criegam (IP, cookies, mak-agpec) He Tak yx
CJIOXHO.

2. YBaxaliTe cBOUX co6eCceHNKOB U YyXKyt0 CO6CTBEHHOCTb

B VIHTepHeTe, 3a HUMM CKPbIBAIOTCA HacToALME NTIOAN

1 peanbHbI TpyA.

Bbl O6LI.I,aETer He C a6CTpaKTHbIM nceBAOHUMOM, a C YeJTOBEKOM — flaXke 3a
6OTOM CTOUT YEeNoBEK. KCTaTVI, Yy BCeX MaTepurasioB, HaXo4ALWLNXCA B Cetn
€CTb aBTOPbI N XO3A€Ba.

3.He coxpaHm7|Te Ha CBOeM KoOMMNbloTepe Hen3BeCTHble
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¢a|7|nb|, He nepexoauTe No CCblJikaM OT He3HaKoMLUeB,
KaKumm 6bl 3aMaHUYMBbIMM OHUN He OGbINn.

Takas ccblika MOXKeT OKa3aTbCA BUPYCOM, TPOAHOM WK, €CNN «MOBE3eT»,
peknamow nopHocanTa. 80% CCbINIOK, NPUCHINIaeMbIX HE3HaKOMLUaMK, AB-
nATCA peknamon, a 20% — BpeAOHOCHbIMY OObEKTaMMU.

O6Lwune «akCMombl
6e3onacHoCcTU» Npu paboTte
B IHTepHeTe

4. O6a3aTenbHO yCTaHOBUTE aHTMBUPYC 1 paepBon
1 perynapHo o6HoBnAnTe nx 6asbl.
HeobHoBNEHHbIE 1 yCTapeBLline 0asbl He CMOTYT rapaHTMpOBaTb Bam
CTONPOUEHTHYIO 3alnTy OT BPE€AOHOCHbIX 06BbEKTOB. D,GJ'IO B TOM, 4YTO
€XeOQHEBHO B MMNPE NOABJIAETCA HECKOJIbKO HOBbIX BUPYCOB, MO3TOMY aH-
TUBMPYCY HEOOXOAUMO Kak MOXKHO Yalle nosnyyaTb MHPopMaLmio o MeTo-
[ax 60pbObl C HUMWN.

5. He 3anyckante HensBecTHble ¢paisibl, 0CO6GEHHO
C pacllnpeHnem *.exe
Crapblli COBET, HO MO-NPEXHeMY akTyasNbHbI. Qalin ¢ TakMM paspeLleHn-
€M He MOXET ABNATbCA KapPTUHKOW nnun ¢punbmom. ITo Bcerga nporpamma,
B KpaiiHeM cnyuyae ¢newi-aHumMaums. [Mo3Tomy BennKka BeposaTHOCTb, YTO
Takow dann ABnAeTCA BUPYCOM UM TPOSHOM.

6. CrapanTecb faBaTb Kak MOXXHO MeHbLue nHpopmayuu
o cebe B IHTepHeTe.
«YT0 HanncaHo NepoM — He BblpybUTb TOMOPOM» — 3Ta MyAPOCTb aKTyallb-
Ha n ana ViHtepHeTa. Hanprmep, 90% MOLIEHHNYEeCTB NPONCXOAUT 13-3a
YyTe4uKkun VIHd)OpMaLI,I/IVI Mo BVYHe MOJib30BaTeNA.

7. By,que OCTOPOXKHbI Npn 06LI.|EHI/II/I C Hé3HaKOMbiMu nragbmMmm.
HunuTto He MelLaeT copoKaneTHeMy M3BpPaLLeHLY NPUKMAbIBAaTLCA B YaTax
NATHaZLUATUETHEN WKONbHULEN 1 3aBOANTb 3HAKOMCTBA CO «CBEPCTHU-
yammy». ONpocbl MOKA3bIBAIOT, YTO KaxKAbl NATbIN Nonb3oBaTtenb CeTu Bbl-
[laBan ceb6s 3a [pyroro YesioBeka (peanbHO CyLeCcTBYOLWEro UK Npuay-
MaHHOrO).
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o ™\ HAUMOHAMBHEIA Y3EN UaeHTp 5e3onaCHOrO MHTepHeTa

%’ ) WHTEPHET - BE3ONACHOCTH

- SEasad B Poccum www.saferunet.ru

HauwnoHanbHbIN Y3en co3gaH AnAa Toro, Ytobbl:

e [aTb NOJIb30BaTENIAM NMOHATHYIO, KAYE€CTBEHHYIO N OCTYNMHYIO I/IH(I)OpMaLI,I/IIO
0 BpefHbIX NpoAasneHnax IHTepHeTa;

¢ MOMOYb UM y6epeqb Ce6FI, cBOM KOMMbKOTEP N CBOUX ONU3KNX OT BO3,D,EI71C-
TBUA NHTEPHET-Yrpo3;

« dopmMMpoBaTb KyNbTypYy NONb30BaHNA VIHTepHETOM Y iIeTell 1 B3POCIbIX;

+ MOMOYb OOLLECTBY 1 FOCYAAPCTBY 6HOPOTHCA C MPECTYNIEHUAMN, COBEPLLAe-
MbIMU C NTOMOLWbIO MHTepHETa,'

e NMOMOYb nMOJIb30OBaTeNAM W XepTBamM I/IHTEpHET-I'IpECTyI'IﬂEHVIVI COBETOM
1 npodeccroHanbHO KOHCYbTauuei.

HauwnoHanbHbIN Y3en BKAOYaeT cnegyouine pasgenbl.

UHgopmayuoHHO-aHanumuveckasa 4acmeo:
+ CTaTbM 06 NHTEPHET-Yrpo3ax 1 cnocobax 3awuTbl;
« aHaNUTUKa;
+ MaMATKN No 60pbbe C KOHKPETHBIMU UHTEPHET-YIPO3amu;
+ CTAaTUCTUKQ;
+ HarnagHble POJIMKM O BPeAe VHTEPHET-YIrPOo3 U 3aLiKTe OT HUX;
+ He3onacHble pecypcbl.

«lopa4as nuHUA» NO NPOTUBONPABHOMY KOHTEHTY:
e npnem COO6U.LeHV|l7| O NPOTUBOMPABHOM KOHTEHTE;
. COAEIZCTBVIG B NpeKpaweHnn ero o6op0Ta B CeTu.
«JluHuA nomouwju»:
e KOHCynbTaunmn no 3alnTe OT MHTEPHET-YIrpos;
+ MOMOLLb XePTBaM MHTePHET-NPeCcTyneHUN.

CneuunanbHblie npoeKTbl HaunoHanbHoro Ysna:

CoumanbHbin npoekT «Heflonyctu» npusBaH nomoub B 6opbbe
C TaKUM 3/IOM KaK CEKCYyaribHas SKCrlyaTauus 1 NMoxXuLeHns aeTen
(www.detivrunete.ru, www.nedopusti.ru).

XynuraHam.HeT - npoTuB KUOGEPYHVXKEHUA N MCUXONIOFMYECKOro
Hacunus B Cetn (www.huliganam.net)

CronKoHTpadakT - NomMoLLb aBTOPaM 1 BaAesbLiam NHTeNIeKTyallb-
HOW cobcTBEHHOCTM B MIHTEpHeTe (Www.stopcontrafact.ru)

HaunoHanbHbIN Y3en ABnAeTcA nepsbiM uieHoM MexayHapogHou CeTtu
«ropAYNX TNHUI» NO NpoTuBonpaBHoMy KoHTeHTy INHOPE n3 Poccuiic-
ko Oepepaumn.

HauvoHanbHbIN Y3en — coopraHvM3aTop BefyLlen POCCUNCKON KOHde-
peHLUUN No KOHTEHTHOW 6e3onacHocTy B CeTn i-SAFETY.

HauvoHanbHbIl Y3en - yyacTHUK npoekTa EBponenckon Kommccuu
Safer Internet Day.

HaumoHanbHbil Y3en - yyactHuK [opa 6e3onacHoro WHTepHeTa
B Poccun.

HauvoHanbHbIn Y3en - napTHep raBHOrO POCCMICKOrO MNpoeKTa
no 3Tnke B IHTepHeTe «3TnkKa.Py».

OpraHusaTtopbl HauynoHanbHoro Y3na: POUNT n npaBo3awntHoe ABMXe-
Hue «ConpoTmnsneHmne».
Mopn natpoHatom O6uecTBeHHoM ManaTbl Poccuiickoin Oepepaunn.

«fopAavaa nuHnA»
No NPOTMBONMPABHOMY KOHTEHTY

Hawnwn B UIHTEepHEeTe NpOTNBONPABHbIN KOHTEHT?
CoobwmTe 06 3TOM B «[OpAUYIO0 NNHNIO»
HaumoHanbHoro Y3na NHTepHeT-6e30nacHOCTM
B Poccuu!

«[opavyaa nuHNA» - 3TO:
+ MPOCTOTa COOOLIEHNA O MPOTUBOMNPABHOM KOHTEHTE;
+ @HOHUMHOCTb;
+ HEe3aBNCMMOCTb 3KCNepTU3bl;
+ 00LLEeCTBEHHbIN XapaKTep MEXaHU3Ma;
+ npuem coobLLeHUi 13 OO TOUKN MUPa;
+ ObICTPOE 3aKPbITME NPOTUBOMPABHOTO KOHTEHTA;
+ nepepava MHboOpPMaLMK O 3apyBEXKHbIX CaliTax B HYXKHYIO CTPaHY.

«fopayasa nuHMA» HaumoHanbHOro ¥Y3na sxoant B MexayHapogHyto
ceTb «ropAaumx NHun» INHOPE v siBnaetca ee opuumanbHOM YacTblo Ha
Tepputopumn Poccninckon Gepepaunn.



HocTu B Poccun
B d anarta PO

125993 MockBa, Muycckas nn., 7
info@saferunet.ru




